PaymentSeal Implementation

http://www.paymentseal.com/

Overview

PaymentSeal allows shoppers to encrypt their card holder data(CHD) before passing them to the online
merchants. The encryption is performed by the payment service provider(PSP) of the target online
merchant. As a result, the clear CHD is never received by the online merchant, and the overall security
risk of the transactions is greatly reduced to benefit both the merchants and the shoppers.

The encryption is designed to be merchant-specific. In another word, the encrypted payment data
generated for a target merchant cannot be used on another merchant’s site. This further reduces the
value and incentive for hackers to penetrate merchants systems as well as internal staff tampering.

An additional feature of PaymentSeal is allowing shoppers to set conditions to their payment data. For
an example, a shopper can set the payment data to expire after certain number of days after which, the
encrypted data cannot be used to obtain payment authorization. Another condition the shopper may
want to attach to their payment data maybe the maximum amount that can be authorized with this
encryption. This feature can perceivably reduce risks further and ease shoppers’ concern about
providing credit card data online.

The Structure
The PaymentSeal implementation by a Payment Service Provider (PSP) can be organized into the
following 3 conceptual segments:
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The Encryption Strategy provides the encryption logic and management of merchant specific keys. The
Encryption Service lets card holders generate the encrypted payment data for a target merchant. The
Merchant Integration segment covers the communication setups and logic flow for decrypting and
processing encrypted payment data.


http://www.paymentseal.com/

Encryption Strategy
The Encryption Strategy is the core component as it is depended by the other 2 components. It consists
of choosing an encryption algorithm (http://en.wikipedia.org/wiki/Symmetric-key algorithm), and

deciding how to manage the encryption keys. An example would be using AES encryption algorithm and
assign unique keys for each merchant. This diagram shows details of the Encryption Strategy:

ENCRYPTION STRATEGY

MERCHANT ID |NAME ENCRYPTION KEY
M100001 Acme Toys w
M100002 Bizillion Books w

Merchant Database \

Encryption
Algorithm
{AES, 3DES, etc)

Both the Encryption Service and Merchant Integration components perform the payment data
encryption/decryption tasks by first retrieving the unique encryption key with Merchant ID, and then
encrypt or decrypt payment data using the retrieved key with encryption algorithm.


http://en.wikipedia.org/wiki/Symmetric-key_algorithm

Encryption Service

- .
(@ Payment Shield Damo - Mozilla Firefox (o oo

http://encryptor.paymentseal.com/default.aspx?mid=161¢ 7 7

mentShield

secure payment processing [

The Encryption Service takes in a merchant ID as input

parameter and presents an SSL secured form for shoppers to r =
enter credit card data and set the optional conditions such as Pay
payment data expiration and maximum amount that can be

You are generating encrypted payment information for:

authorized to the target merchant.

P PR T
On this example screenshot, the service displays target Acme Toys - A Dummy Store
merchant’s logo and contact information based on the S;iij::g“
merchant ID parameter. Visa -

Card Number:
4111111111111
Card Expiration:

1 ~ | 2010 =
Card Security Code 2
123

“Encryption Valid for: ~Additional restrictions allow
7 days ~ shoppers to further limit the
payment authorization granted

Maximum Amount: 4 o o merchant.

$
100

€) ENCRYPT PAYMENT

Done

Upon submitting this form, the Encryption Service generates an encrypted payment data containing the
CHD and the optional condition settings. The encryption algorithm and key management is based on the
Encryption Strategy previous mentioned.

CC-NUM:4111111111111111
CC-EXP:08/2012

CC-SEC:123 ENCRYPT
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Encrypted Payment Data




The encrypted payment data is then passed back to the merchant’s checkout page as shown in the

textbox here:

Bill To: Ship To:
John Doe John Doe
123 Treetop Lane 123 Treetop Lane
Torrance , CA 90501 Torrance , CA 90501
123-123-1231 123-123-1231
webmaster@storeadmin.com
Item Qty Unit Price Ext. Price
Baby Teething Toy 6mo+
Item Code: TT-002 1 £12.00 %12.00
Subtotal: %12.00
Tax n/a: £0.00
Ship via: Shipping: $0.00
Total: $12.00

Credit Card Information to Reqular Mode
Encrypted Payment Information:

DAUEJHN4RDvELfJwICh350Q5+
2EqwS 3ERmKVIpEmPEEWAI=

FOR ADDED SECURITY USE

PaymentSeal

a safer way to pay

Encrvpt Your Credit Card [£

An alternate implementation would be to store the encrypted message in a hidden HTML form variable
and simply present shoppers a visual cue that he/she is ready to proceed to the next step of checkout
flow.



Merchant Integration
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The Merchant Integration segment covers the communication setup and processing logic dealing with
encrypted payment data.

PaymentSeal Script

When a merchant is setup with his payment processor to use PaymentSeal, a custom script block is
provided to the merchant. The merchant can copy and paste the script block in the payment section of
the checkout process to display a button that guides shoppers to the payment processor’s Encryption
Service.

The script block may be similar to following:

<! -- PAYMENTSEALScript /[ -- >

<SCRIPT TYPE="text/javascript"> var MerchantiD=M1 00001 ;</SCRIPT>
<SCRIPT
SRC="http://  server.somepaymentprocessor.com/paymentseal_button Js"

TYPE="text/javascript"></SCRIPT>




When placed into the merchant’s checkout page, the script block will render the PaymentSeal button
embedded with the merchant’s ID. Here's a sample screenshot of the button:

Bill To: Ship To:
John Doe John Doe
123 Treetop Lane 123 Treetop Lane
Torrance , CA 90501 Torrance , CA 90501
123-123-1231 123-123-1231

webmaster@storeadmin.com

Unit Price

Baby Teething Toy 6mo+

Item Code: TT-002 1 $12.00 $12.00
Subtotal: $12.00
Tax nfa: £0.00
Ship Via: Shipping: $0.00
Taotal: %12.00
Credit Card Information t0 Regular Mode
FOR ADDED SECURITY USE Encrypted Payment Information:
PaymentSeal

a safer way to pay

Encrvpt Your Credit Card (£

Upon clicking the PaymentSeal button, an isolated browser session with the Encryption Service of the
payment processor is initiated. The session can be presented to the shopper either as a pop-up window
or an iframe element in the same checkout window.

APl Modifications

In the payment processor’s published API, typically there are calls to perform requests such as
authorization, void, or refund. Generally the clear card data are passed in as parameters of these calls.
Implementing PaymentSeal, the payment service provider will make available new API calls that mirrors
previous specifications, but accepts the encrypted payment data in place of clear payment data.

Here’s a sample set of conventional and new API specifications for comparison:

/IConventional API Call

DoAuthRequest( Mer chant | D, Passwor diNueh, Credi t Car
CreditCardExpireMonth,CreditCardExpireYear,CreditCardCVV2 )

/[PaymentSeal API Call

DoAut hRequest Encrypted( Mer c h @&nctypteddRaynR@BZagaw g r (

When the shopper submits the encrypted payment data to the merchant’s system, instead of using
traditional function calls in payment processor’s API, the merchant uses an alternate call signature that
accepts the encrypted payment data instead of clear payment data.



Preprocessing Logic
The logic flow presented below would be inserted on PSP’s end to preprocess encrypted payment API
calls from merchants:
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